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ITamarka
UL O0ydJaomuxcsa 00 HH(POpMaIMOHHOU 6€30IacCHOCTH JAeTen

HEJIb34

1. Bcem mozpsi coob1aTh CBOXO YacTHYIO HHGOPMAIUIO (HacTOsIHe UMsl, (haMUIIHIO,
TesiepoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEN CEMbU U JIPY3E);

2. OTKpI)IBaTb BJIOKE€HHbBIE (baﬁﬂbl SJIeKTpOHHOfI II04YThI, KOrJa HE 3Haellb
OTIIPABUTEJIA,

3. I'pyOuTh, IPUAUPATHCS, OKa3bIBATh JABJIEHNE — BECTU €01 HEBEKJIMBO U
arpecCUBHO;

4. He pacniopsizkatics leHbraMu TBOEH ceMbU 0€e3 pa3pelieHus CTapIInX - BCerga
CIIpaIIuBail poINTEJIEN;

5. He BcTpeuaticsa ¢ IHTepHeT-3HAKOMBIMY B PeaJIbHOM KU3HU - IIOCOBETYUCH CO
B3POCJIBIM, KOTOPOMY /I0BEpSI€IIb.

OCTOPOZKHO

1. He Bce mumyT nipasy. Yuraemb o cebe HenpaBay B MIHTepHETEe — coo0Iu 00 3TOM
CBOUM POJTUTEJISIM WJIA OTIEKYHAM;

2. [IpuryiamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - TPOBEPD, HET JIU ITOABOXA;
3. HezakonHoe konupoBanue ¢aiyioB B lIHTepHETE - BOPOBCTBO;
4. Bcerga pacckasbiBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCEI/Ia IIOMOTYT;

5. Micriostb3yit HaCTPOUKH OE30ITACHOCTH M IPUBATHOCTH, YTOOBI HE MIOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTesel;

2. [Tosb3yernbess ITHTEpHET-UCTOYHUKOM - JleJIall CChIIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCs 32 TOMOIIBIO B3POCJIBIM - POJIUTEIIH, ONIEKYHBI ¥ a/IMUHUCTPAIIUS CAUTOB
BCer/ia IIOMOTYT;

5. ITpotimu oOyueHre Ha caiiTe «CeTEBUYOK» U ITOJIyYH ITACHOPT (P POBOTO
rpaxzgaHuHal



HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNUXCS /IS pa3sMelleHUA
Ha opunuaabHbIx THTEpHET-pecypcax

C KakIbpIM TOZOM MOJIOZIEZKU B UHTEPHETE CTAHOBUTHLCSA OOJIBIIE, a IIKOJIBHUKH OJTHH U3
caMbIX aKTUBHBIX I0JIb30BaTesiell PyHera. Mesxiy TeM, IOMHMO OTPOMHOTO KOJTMY€ECTBa
BO3MOKHOCTEH, HHTEPHET HeceT U Mpo0eMbl. DTa IaMATKA JOJKHA IIOMOYb Tebe
0e30IacHO HAaXOAUTHCA B CETH.

KomnbroTepHble BUPYCHI

KoMIbIoTepHBII BUPYC - 3TO pA3HOBUAHOCTh KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTETHLHOU 0COOEHHOCTHIO KOTOPOU ABJISIETCS CIIOCOOHOCTh K pa3MHOXKeHUI0. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHI MOTYT ITOBPEIUTD WUJIU TIOJTHOCTHIO YHUUTOXKUTD BCE
¢daitel 1 1aHHBIE, TOJKOHTPOJIBHBIE TI0JIb30BATEJI0, OT UMEHU KOTOPOTO ObLIa
3amyleHa 3apa’kéHHas IPorpaMMa, a TakyKe MOBPEIUTD HJIH JJa’Ke YHUUTOKUTD
OIIEpalIOHHYIO CHICTEMY CO BceMH (paiiylamMu B 11eJIoM. B 60oIbIIIHCTBE citydaes
PacCIpOCTPAHSIOTCA BUPYCHI YePe3 UHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcriosib3y#i coBpeMeHHbBIE OTIEpAITMOHHbBIE CUCTEMBI, UMEIOIIUE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTosiHHO ycTaHaBuBau mauTH (¢ poBble 3aIIaTKH, KOTOPbIE ABTOMAaTHYECKH
YCTaHABJIUBAIOTCSA C I[€JIBIO JIOPAOTKU IPOTPAMMBI) U IpyTHe 0OHOBJIEHUS CBOEH
omepanmuoHHOU cucTeMbl. CKauMBal UX TOJIBKO ¢ OHUIIHATIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymiecTByeT pesKUM aBTOMAaTHYeCcKOTr0 OOHOBJIEHNU, BKJIIOUHU €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE MO/ IPaBaMU I10JI30BaTesIsA, 4 He a/[IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEJIOHOCHBIX IPOrPAMM MHCTAJLIMPOBATHCA HA TBOEM
IIepCOHAJIBHOM KOMIIBIOTEPE;

4. Vicnosp3yil aHTUBUPYCHBIE IPOTrPAMMHbIE IPOAYKTHI U3BECTHBIX IIPOU3BOJUTEJIEH, C
aBTOMAaTHYeCKUM OOHOBJIEHUEM 0a3;

5. Orpanuub pU3NUECKUU JOCTYI K KOMIIBIOTEPY /I/1s1 IOCTOPOHHUX JIUII;

6. Mcnosp3yli BHENITHUE HOCUTEIN NHMOPMALINH, TaKue Kak (JIellka, JUCK Win (ait
W3 UHTEPHETA, TOJIbKO U3 NPOdepeHHBIX HCTOUHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE (Halisibl, TOJIyUYeHHbIe U3 HeHaIEKHBIX UCTOUHUKOB.
Haxe Te daiiiibl, KOTOPbIE MIPUCIAI TBOU 3HAKOMBIH. JIydllie yTOUHU Y HETO, OTIIPABJIAI
JIN OH Tebe uX.

Cetu WI-FI

Wi-Fi - 3T0 He BUJI mepesilauy JaHHbBIX, HE TEXHOJIOTHSA, & BCETO JIUIITb OpEH/T, MapKa.
Emie B 1991 rogy HuUiepsiaH/icKas KoOMOaHusA 3aperucrpupoBasia opers « WECA», uto
oboszHauaso cioBocouetanue « WirelessFidelity», koTopblil mepeBoguTes Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hallero BpeMeHu JI0IIa Apyras abOpeBuaTypa, KOTopas sABJISETCSA TAaKOH JKe
TexHoJsioruei. Ato abopepuarypa « Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha



CTaH/IApPT BhICIINI 3ByKOBOU TexHUKU Hi-Fi, UTO B mepeBo/ie 03HAUAET «BBICOKAS
TOYHOCTB>.

Jla, GecITaTHBIM UHTEPHET-ZIOCTYII B Kade, OTEJIAX U adPOIOPTaX ABJISIETCA OTIUYHOU
BO3MOKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE BKCIIepThI CYUTAIOT, UTO
obmenoctymrabie Wi-Fi ceTu He ABIAIOTCA 6€30IMaCHBIMH.

CoBetbl 110 6€3011acCHOCTH paboTe B 0OIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepegaBaii cBoo TUUHY0 HHGOpMAIUIO yepes obmenoctynabsie Wi-Fi cetn.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU 0CTYIIa, JIOTHHBI U KAKHE-TO HOMepa;

2. Mcnosnb3yit 1 0OHOBJIAN aHTUBUPYCHBIE TPOTPAMMBI U OpaHiMayep. Tem caMmbIM ThI
obe3omacuIlb ce0s OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonp3oBanum Wi-Fi otkimoun ¢pyHkiuio «O0mui 10CTyI K daitiam u
npuHTEpam». JlaHHasA PyHKIUS 3aKPbhITa 10 YMOJTYAHUIO, OJHAKO HEKOTOPhIE
MI0JIb30BATEIN AKTUBUPYIOT €€ IS yI0OCTBA UCIIOIb30BaHUs B paboTe nin yueoe;

4. He ucnoss3yit myosmmunsiii WI-FI a1 nepeiauy TUYHBIX TAHHBIX, HATTPUMED JIJIA
BBIX0/]A B COIIMAJIbHBIE CETU UJIU B 3JIECKTPOHHYIO IIOUTY;

5. nosip3yit TOIbKO 3aimuiieHHoe coequaHenne yepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-azpeca BBoau uMeHHO «https://»;

6. B moObunpHOM TenedoHe otkimoun pyukuo «I[logxtouenue k Wi-Fi
aBToMatuuecku». He romyckail aBTOMaTHUeCKOTO MOIKJIIOUEHHS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

ConuasibHble CETH aKTUBHO BXOJAT B HAIIly )KU3Hb, MHOTHE JIIOAY PA0OTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucrpupoBaH MUJLIUAP]] YETOBEK, UTO SIBJISETCS
OTHOU ceZIbMOU BCeX JKUTesied I1aHeThl. MHOTHe 10JIb30BaTeIN HEe TOHUMAIOT, YTO
nHdopmManus, pa3MeleHHas UMHU B COIUAJIBHBIX CETAX, MOXKET OBITh HalieHa U
HCIIOJIb30BaHa KEM YTO/THO, B TOM YHcJyle He 0053aTeIbHO ¢ 0J1arnMu HaMepeHUsAMU.

OcCHOBHBIE COBETHI 110 OE30MIaCHOCTH B COIINMAJIBHBIX CETAX:

1. OrpaHuYb CIUCOK Apy3€ei. Y Tebs B APY3bAX HE I0JDKHO OBITH CIyIalHBIX U
HE3HAKOMBIX JIIO/IeN;

2. 3amuiai cBo YacTHYIO Ku3Hb. He ykaspiBail naposiu, TesaedoHsl, aapeca, 1aTy
TBOEr0 POXKAEHUs U JIPYTYIO JINYHYI0 HHPOPMAIUI0. 3JI0YMBIIIJIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaxke MH(MOPMAIIHIO O TOM, KaK Thl U TBOU POJUTEIH IIJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amuinay CBOI0 PeImyTaIuio - IEP:KU €€ B UHCTOTE U 3a7jaBail cebe BOIpPOC: XOTe ObI
TBI, UYTOOBI JIPYTHE MT0JI30BATEIN BUIEIN, YTO ThI 3arpyskaemnb? [logymai, mpexk/ie yeMm
YTO-TO OIYOJIMKOBATh, HAIIKCATD U 3aTPy3UTh;

4. Ecau ThI rOBOPHIIIB C JIIOJbMU, KOTOPBIX HE 3Haelllb, He UCIIOJIb3Yi CBOE peaslbHOe
HUMs U IPYTYIO JTUYHYI0 HHQOPMAINU: UM, MECTO JKUTETHCTBA, MECTO YIeObI U ITpOYee;



5. M30eraii pasmemnienus pororpaduii B IHTEpHETE, I7ie ThI N300pa’keH Ha MECTHOCTH,
10 KOTOPOH MOKHO OIIPEJIEJIUTHh TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COMUATILHOUN CETH HEOOXOIMMO HCIIOJIb30BATh CI0KHBIE TTAPOJIH,
cocrosye u3 OykB 1 udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;

7. J1s1 coruaibHOM CETH, IIOYUTHI U IPYTHUX CAUTOB HEOOXO/IMTMO HUCII0Ib30BaTh Pa3HbIe
mmaposiu. Torga ecou Tebs1 B3JI0MAIOT, TO 3JI0YMBINIJIEHHUKH ITOJIYYaT JIOCTYII TOJIBKO K
OTHOMY MECTY, a HE BO BCe cpaay.

OJIeKTPOHHBIE JE€HbIU

OeKTPOHHBIE JEHBTU — 3TO OYEHb YZIOOHBIN CIIOCO0 IIaTeX e, OHAKO CyIIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT HMOJIYyYUTh 3TH JEHBTH.

DJIEKTPOHHBIE JIEHbI'U MMOSIBUJINCH COBCEM HEZJABHO Y UMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHMCAaHO PO HUX B 3aKOHAX.

B Poccuu ke oHU (PYHKITMOHHPYIOT U O HUX Y?Ke IIPOIIMCAHO B 3aKOHE, T/Ie UX
pas/iesII0T Ha HECKOJIBKO BU/IOB - aHOHUMHbBIE ¥ HE aHOHHUMHBIe. Pa3HuUIIa B TOM, UTO
AHOHUMHBIE - 3TO Te, B KOTOPBIX Pa3pelaercs MPOBOAUTH olepanuu 6e3
nueHTUUKAIIUY [TOJIb30BATENA, 2 B HEAHOHUMHBIX UAeHTU(UKAIIUN TT0JTh30BaTe s
ABJIseTCSa 00513aTeIbHOM.

Takske ceyer pa3inyarh 3J1€KTPOHHbBIE (PpHATHbIE IeHbI'H (PABHBI TOCYAPCTBEHHBIM
BaJIIOTaM) U SJIEKTPOHHBIE HepUaTHBIE IeHbIU (He paBHBI TOCYIaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 10 OE30ITACHON PaboTe C AJIEKTPOHHBIMU JIEHbIAMU:

1. [IpuBs:KU K cueTy MOOMIIbHBIHA TeIeOH. DTO caMbIil yIOOHBIN U OBICTPHIN CLIOCOD
BOCCTAHOBUTH JIOCTYTI K cueTy. [IpuBsA3aHHbBIN TeiepOH TOMOKET, ecu 3a0y/IeIb CBOM
IJIaTEXHBIN TapOoJIb UJIN 3al/ielllb Ha CAaWT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosnbayit oiHOpa3oBble maposu. [Tocsie mepexoaa Ha yCUJIEHHYIO aBTOPU3AIUIO
Tebe y:xe He Oy/ieT yrpoKaTh OIaCHOCTh KPAXKU WJIM IepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu ciioxkHbIN 1TapoJib. [IpecTynmHuKaM OyAET He IPOCTO yTaJlaTh CJIOMKHBIN
napoJsib. HajexxHble maposi — 3T0 NapoJid, KOTOPBIE CoZiep:KaT He MeHee 8 3HaKOB U
BKJIIOYAIOT B ce0s1 CTPOYHBIE U MIPOIHCHBIE OYKBBI, UM PHI K HECKOJIBKO CHMBOJIOB,
TaKMe KakK 3HaK /I0j1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanmpumep, StROng!;;

4. He BBOM cBOM JIMUHBIE TaHHBIE HA CAlTaX, KOTOPHIM HE JOBEPSIEIIb.

DJIeKTPOHHAsA ITOYTa

DJIEKTPOHHASA [I0UTa — DTO TEXHOJIOTHS U IIPEIOCTaBJIsIEMbIE €10 YCIIYTH IO MEPECHLIIKE
U TIOJIYYEHHUIO DJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEJIEIAIOTCA B KOMITBIOTEPHOM
cetu. OOBIYHO 3JIEKTPOHHBIN ITOYTOBBIHN AWK BBITJISAIUT CJIEAYIOIMIUM 00pa3oM:
UMs_TI0JIb30BaTENA@UMs_oMeHa. Takike KpoMe mepesadyu IPOCTOTO TEKCTa, UMEETCs

BO3MO>KHOCTH Ilepe/iaBaTh Ghailsbl.

OcHOBHbBIE COBETHI 110 He30MacHO paboTe ¢ 3JIEKTPOHHOU MOYTOMU:



1. Hazio BeIOpaTh IpaBUJIBHBIN ITIOYTOBBIN cepBUC. B MHTEepHETE eCTh OTPOMHBIN BHIOOD
OecrIaTHBIX IOYTOBBIX CEPBUCOB, OTHAKO JIyUIlle IOBEPATH TEM, KOTO 3HAEINIb U KTO
MIepBBIN B PEUTUHTE;

2. He ykaspIBaii B INYHOM ITOYTE JINYHYI0 HHGopMaruio. Hanpumep, jydiiie BpIOpaTh
«MY3BIKAJIbHBIA_(DaHaAT@» WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcrosp3yii ABYX3TAITHYI0 aBTOPU3AINI0. TO KOTJa IIOMUMO apOJIs HY?KHO BBOJUTH
KO/I, TpHUChLIaeMbli 110 SMS;

4. Beibepu c103KHBIN ITapoJIb. J[JIA KaXKA0TO ITOYTOBOTO SIIUKA JOJIKEH OBITH CBOM
HaJIe>KHBIW, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecyti ecTh BO3MOKHOCTD HAaMMCATh CAMOMY CBOU JINUHBIA BOIIPOC, UCIIOIB3YH 3Ty
BO3MOXKHOCTB;

6. M crnosip3yid HECKOJIBKO IMIOUTOBBIX ANUKOB. [1epBbIi /1711 YaCTHOM IEPENUCKU C
azipecaTaMu, KOTOPBIM ThI JIOBepselllb. TO 3JIEKTPOHHBIN a/ipec He Ha/l0 UCII0JIb30BaTh

IIpU perucrpanuu Ha Gopymax U cauTax;

7. He oTkpbIBail haiyIel u APyTHe BJIOMKEHUS B TUChMAaX JIA’Ke €CIU OHU IIPUIILUIU OT
TBOUX ZIpy3€el. JIydllle yTOUHU y HUX, OTIPABJISJIN JIU OHU Tebe 3TU (paiibl;

8. ITocse okoHUaHUA pabOTHI HA TOYTOBOM CEPBUCE IIEPE]] 3aKPHITUEM BKJIA/IKU C
caiiToM He 3a0y/Ib HaJKaTh Ha « BBIATH».

Ku6epOysutiHT WiIin BUPTYaJIbHOE U3/I€BATETCTBO

KubepOy UTHHT — IIpeciie/loBaHUe COOOIEHUSMH, CO/IEPKAIUMU OCKOPOJIEHHUS,
arpecculo, 3ayruBaHNe; XyJIUTAHCTBO; COIHAIbHOE OOMKOTHPOBAHHE C TIOMOIIBIO
Pa3JINYHBIX HTHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTMHTOM:

1. He 6pocatica B 60#. JIyumuii criocob: MOCOBETOBATHCS KaK ce0s1 BECTU U, €CTTU HET
TOTO, K KOMY MOKHO 00paTUTbhCs, TO BHAYAJIE YCIIOKOUTHCS. ECIM ThI HAUHENIH OTBEYATD
OCKOPOJIEHUSIMH Ha OCKOPOJIEHMS, TO TOJIBKO el1le OOJIbIIe Pa303kKIKellb KOHDIIVKT;

2. Yrpasiai cBoeli kubeppelyTaiueii;

3. AHOHHUMHOCTD B CETH MHHMas. CymeCTBYIOT CII0COOBI BBIACHHUTD, KTO CTOHUT 34
AHOHHMHBIM aKKayYHTOM;

4. He crouT BecTu XyJIUraHCKUM 00pa3 BUPTYyaIbHOM KU3HU. IHTepHET hUKCUpyeT Bce
TBOM JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZeT KpaliHe 3aTPy/THUTEJIHHO;

5. Cobsro/1ali CBOM BUPTYaIbHYIO UECTh CMOJIOAY;

6. UrHopupy# emmHUYHBINA HeraTUB. OTHOPa30BbIE OCKOPOUTETHLHBIE COOOIIEHM S
JIy4iiie uirHopupoBaTh. OOBIYHO arpeccus MpeKpaIlaeTcs Ha HAYaJIbHOU CTa/INH;

7. ban arpeccopa. B mporpammax o6mMeHa MTHOBEHHBIMH COOOIIIEHUSMU, B COITMAIbHBIX
CeTAX eCTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPABKU COOOIIEHUH C OIIpe/ieJIEHHbBIX a/IPECOB;



8. Eciu ThI cBUzieTeNh KUOepOysinHra. TBOU JeCTBUA: BHICTYIIUTD IIPOTUB
Ipecjie/ioBaTesis, I0Ka3aTh €My, UTO €r0 JIeHCTBUSA OIeHUBAIOTCA HETaTUBHO,
MOZIEPAKATh KEPTBY, KOTOPOU Hy»KHA IICUX0JIOTUYECKas IOMOIIb, COOOITUTH B3POCIBIM
0 (pakTe arpeccUBHOTO IIOBEJIEHUSA B CETH.

MobubHBIH TenedoH

CoBpemeHHbIE cMapTGOHBI U IJIAHIIETHI COAEPIKAT B ceOe BITOJTHE B3POCIIBIH
(pyHKIIMOHAJI, ¥ TETIEph OHU MOTYT KOHKYPHUPOBATh CO CTAIITHOHAPHBIMH
komIibioTepaMu. OJTHAKO, CPEICTB 3aIUTHI /11 MTOJOOHBIX YCTPOUCTB IMIOKA OYEHb MaJIO.
TecTupoBaHMe U TOUCK YSI3BUMOCTEHA B HUX IIPOHCXOJUT HE TaK HHTEHCUBHO, KaK JIJIs
ITK, To ke camoe KacaeTcss 1 MOOMJIbHBIX ITPUJIOKEHUH.

CoBpeMeHHbIE MOOWIbHBIE Opay3€ephl yiKe MMPAKTUUECKH JOTHAIN HACTOJIbHBIE
aHAJIOTH, OTHAKO pacimupenre (GyHKIIMOHAIA BJIEYEeT 3a COO0M OOJIBIIYIO CJI0KHOCTD U
MEHBIIYIO 3alUIIEeHHOCTb.

Jlayieko He Bce MPOU3BOUTEH BBIIIYCKAIOT OOHOBJIEHU S, 3aKPHIBAIOIIE KDUTUIECKHE
YA3BUMOCTH JIJIA CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /1 6€30MacHOCTH MOOMJIBHOTO TesiepoHa:
1. Huuero He siBJIfeTCS IIO-HACTOSAIIEMY OecIIaTHBIM. By/ib OCTOpOXKEH, BeIb KOT/ia
Tebe mpeIaraT OecIIaTHBIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO ILJIATHBIE

yCITyTH;

2. Jlymaui, npexze uyeMm oTrpaButTh SMS, doTo uiu Buzieo. Thl TOUHO 3HAEMID, T/IE€ OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/11M0 0OHOBJIATH ONlEpAIIIOHHYIO CUCTEMY TBOETo cMapTdoHa;
4. Vicnosb3yii aHTUBUPYCHBIE IPOTPAaMMBI /IJIsI MOOMJIBHBIX Tee(POHOB;

5. He 3arpy>1<a1‘/’1 IIPHUJIOKEHUA OT HEHM3BECTHOT'O HCTOYHHUKA, B€/Ib OHN MOTYT COAEPKAaTb
BpE€AOHOCHOE IIpOrpaMMHO€E O6€CH€‘-I€HI/I€;

6. ITocsie TOro KakK ThI BBIWJIEIIH C CAliTa, T7le BBOJIWJI JIMUHYIO MH(pOpMAIUIO, 3ali/iU B
HaCTPOUKHM Opaysepa M yjaaiau cookies;

7. Hepnozmqecm/l HpOBepHIL/,I KaKHe IIaTHbI€ YCIIYTH aKTHBUPOBAHBI Ha TBOEM HOMEDPE,

8. [laBaii cBOIf HOMep MOOMJIBHOTO TesiepOHa TOIBKO JIOAM, KOTOPBIX ThI 3HAEIlb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth yoyzxeH OBITH BRIK/IIOUEH, KOT/A THI UM He I10JIb3yelbcsa. He 3a0b1Bait
WHOT/Ia TPOBEPSTH TO.

Online urpsr

CoBpeMeHHbIe OHJIAUH-UTPHI - 9TO KPAaCOUHbBIE, 3aXBATHIBAIOIINE PAa3BIeUeHU,
00'beIMHAIONINE COTHH THICAY UEJIOBEK 110 BceMy MUPY. VITPOKH HCCIIEAYIOT IaHHBIN UM
MU, 00IIAI0TCA ZIPYT C APYTOM, BBITIOJTHSIOT 3aJJaHUs, CPAYKAIOTCA C MOHCTPAMU U
MOJIYYAIOT OIBIT. 32 YA0BOJIBCTBUE OHU IUIATAT: MOKYIAIOT JUCK, OTLJIAYHUBAIOT
abOHEMEHT WK MIPUOOPEeTAIOT KaKKUe-TO OMIIUU.



Bce 5T cpeacTBa UAYT HA OJ/Iep:KaHUE U pa3BUTHE UTPHI, a TAKXKe Ha caMy
0e30MacHOCTh: COBEPIIIEHCTBYIOTCSA CUCTEMbBI AaBTOPU3AIINH, BBIIIYCKAIOTCSA HOBBIE MTATYN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTU CEPBEPOB.

B HOZ[O6HBIX Urpax CTOUT OIlacaTbCA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPpaXXHn
TBOETIO I1ap0Jid, Ha KOTOPOM OCHOBaHaA CHCT€Mad aBTOpHU3alluU OOJIBIIINHCTBA urp.

OcCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'0O aKKayHTa:

1. Ecotu pyroit urpok BezieT cebs MI0X0 WM co37jaeT Tebe HEMPUATHOCTH, 3a0JI0KUPYH
€T0 B CIIHCKE UTPOKOB;

2. [Toxkasy¥icst aIMUHUCTPATOPaM UTPHI HA IJIOXO€E MOBEJIEHUE TOTO UTPOKA,
JKeJIaTeJIbHO MMPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/IE CKDUHOB;

3. He ykasspiBaii inuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBakail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIBL;

6. Mcnosib3yl cj10:KHbIE U Pa3HbIe IapOJIH;

7. Jlaxke BO BpeMs UTPbI He CTOUT OTKJII0YATh aHTUBUPYC. I1oka ThI urpaeib, TBOK
KOMIIBIOTEP MOTYT 3aPa3UTh.

OUIIUHT WX Kpaxa JIMYHbIX TaHHBIX

OOGBIYHOM Kpakel JieHeT U IOKyMEHTOB CETO[H YK€ HUKOTO He Y/IMBUIIIb, HO C
pa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JI0yMBIIIJIEHHUKY IIEPEMECTUINCh B UHTEPHET, U
MPOIOJIKAIOT 3AaHUMAThCsI «JTIOOUMBIM» JIEJIOM.

Tak mosiBUsIach HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WIH (DUIIUHT, TJIaBHAS [IETh
KOTOPOTO COCTOUT B TIOJIyUeHUU KOH(MU/IEHITUATHHBIX IAHHBIX TI0JIb30BaTEIEH —
JIOTUHOB U mapoJiei. Ha anriuiickom si3bike phishing unraercs kak ¢pummunr (ot fishing
— pbIOHas J10BJIst, password — 1apoJib).

OCHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM

1. Cieu 3a cBOMM aKKayHTOM. EcJiu ThI MO/103peBaelb, YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO He0OXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh a/IMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Mcmosip3yii 6e301acHble Be0-CaliThl, B TOM YHCJIe, HHTEPHET-Mara3uHOB U
MMOHCKOBBIX CUCTEM;

3. Hcriosip3yi c10KHBIE U pa3Hble mapoyu. Takum obpaszom, eciu Tebsl B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKH MOJIYYaT JOCTYII TOJIBKO K OTHOMY TBOEeMY IPOGUIIO B CETH, a HE KO
BCEM;

4. Eciiu Te6s1 B3s10Mau, TO He0OXOAUMO ITPEyIIPEINTDh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
nm00aByieHbI y TeOS B APY3bSIX, O TOM, YTO T€OsI B3JIOMAIN M, BO3MOKHO, OT TBOETO
UMeHU OyZleT pacchlyIaThCs ClaM M CChUTKHM Ha (DUIITMHTOBBIE CANTHI;



5. YcraHoBH HajleskHbIN 11apostb (PIN) Ha MOOMIBHBIH TeledOH;
6. OTKJIIOUU cOXpaHeHHe ImapoJis B Opaysepe;

7. He oTKpbIBall haiiyibl U APyTHeE BIIOKEHUS B IIMCbMax Jake eCId OHU MPUIILTA OT
TBOUX Jipy3el. JIydile yTOUHU Y HUX, OTIPABJIAIN JIU OHU Tebe 3T (haiIbl.

[{udpoBas pemyranus

[Mudposas penyranus - 5TO HeraTUBHAA WJIM MO3UTUBHAsA HH(pOpMAaIUs B ceTU o Tebe.
Kommnpomerupyromas nHgopmanus, pa3mMeleHHas B UHTEPHETE MOXKET CEPhE3HBIM
00pa3oM OTpPa3UThCS HA TBOEU peasibHOM KU3HU. «[[mdpoBas pemyrarusa» - 3T0 TBOU
UMUK, KOTOPBIU (popMupyeTtcs u3 nHopManuu o Tebe B HHTEPHETE.

TBOe MecTO KUTeJIbCTBA, Yuebbl, TBOe (PHAHCOBOE 0JI0XKEHUE, 0COOEHHOCTH
XapakKTepa U paccKasbl 0 OJIM3KUX - BCe 3TO HaKaIIUBAeTCA B CETH.

MHorue no/IpOCTKU JIETKOMBICJIEHHO OTHOCSITCS K ITyOJIUKAIMH JIMIYHON HH(pOpMAaIUu B
VHTepHeTe, HEe TOHUMAas BO3MOXKHBIX MOCIEACTBUM. ThI /laske He CMOKEIIIb JJOTa[aThCs
0 ToM, uTO (pororpadus, pa3mMellieHHas 5 JeT Ha3a/l, CTajla MIPUINHON OTKa3a IPUHSITD
Tebs1 Ha paboTy.

KomMeHTapuu, pazMelrieHre TBoux pororpaduii u gpyrue AeUCTBUs MOTYT He
HMCUYE3HYTh JIayKe II0CJIE TOTO, KaK Thl UX YAAIUIIb. Thl HE 3HAEIIb, KTO COXPAHUJI 3Ty
WHOOpMaIHIo, IOIaJIa JIM OHA B IIOMCKOBBIE CHCTEMBI U COXPAaHUJIACh JIU OHA, a
[JIABHOE: UTO MO/IyMAIOT O Tebe OKpyIKalolllee JII0IN, KOTOpble HAUAYT U YBUAAT 3TO.
HatitTi mHDOpMAITUIO MHOTO JIET CITyCTSI CMOXKET JII00O0H - KaK U3 IOOPHIX MOOYKIeHUH,
TaK ¥ ¢ HAMEePEHNEM MPUIHNHUTH BPeZ. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI 110 3aIIUTE ITUPPOBON penyTaluu:

1. [Togymaii, mpesx/ie UeM 4TO-TO MMyOJIMKOBATh U Mepe/iaBaTh y cebsi B 0J10Te WU B
COIIAJILHOM CETH;

2. B Hactpoiikax npodusis ycTaHOBU OTPAHUYEHH HA IIPOCMOTP TBOETO MPOQUIA U ero
COJIEPKUMOTO, CZleJIal €T0 TOJIBKO «JIJIA IPy3ei»;

3. He pasmemaii u He yka3biBai ”HQOPMAIHUIO, KOTOPAs MOKET KOT0-JTH00 OCKOPOJISIThH
WJIA OOM2KAaTh.

ABTOpCKOE TPaBO

CoBpeMeHHbI€E ITKOJIbHUKN- AKTUBHBIE M0JIb30BaTEH MU(PPOBOTO IIPOCTPAHCTBA.
OnHaKo Jajieko He Bce 3HAIOT, YTO MOJIb30BaHNE MHOTUMH BO3MOXKHOCTAMH IU(PPOBOTO
Mupa TpebyeT cobIoieHNA MTPaB Ha NHTEJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaIbHasi COOCTBEHHOCTh» OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSIM
YyeJIOBEUECKOI'0 YMa, HAaUMHAasA ¢ HOBBIX N300peTeHUl U 3HAKOB, 0003HAYAIOIUX
COOCTBEHHOCTh Ha IPOAYKTHI U YCJIYTH, U 3aKaHUNBAsA KHUTaMU, (poTorpadpusamu,
KUHOGWIbMaMH U My3bIKaJIbHBIMU IIPOU3BE/IEHUAMMU.

ABTOpCKUE MpaBa - 3TO IIpaBa Ha UHTEJIJIEKTYJIbHYIO COOCTBEHHOCTD Ha NIPOU3BE/IeHUA
HaYKU, JINTEPATYPHI U UCKyCCTBA. ABTOPCKUE ITPaBa BICTYIIAIOT B KaueCTBEe TapaHTUH
TOTO, UTO MHTEJUIEKTYAJIbHBIN/ TBOPUECKUH TPY/T aBTOpPA He OyZeT HalpacHbIM, JaCT eMy



CIIpaBe/IIUBbIE BO3MOXKHOCTH 3apab0TaTh Ha pe3yJIbTaTax CBOETo TPYAa, HOJIYIUTh
HU3BECTHOCTH U Npu3HaHue. HukTo 6e3 pa3pelieHusa aBTopa He MOKEeT BOCIIPOU3BOAUTD
ero Mpon3Be/ieHNe, PACIIPOCTPAHATD, ITyOJIMYHO JIEMOHCTPUPOBATH, IPO/IaBaTh,
UMIIOPTHUPOBATH, IIyCKATh B IIPOKAT, ITyOJIUYHO UCIIOJTHATH, [IOKA3bIBaTh/ UCIIOJHATH B
a¢dupe win pazmemaTs B VIHTEpHETE.

HVcrosib30BaHue «TUPATCKOTO» IIPOTPAMMHOT0 0OecIlieueHUsT MOKET ITPUBECTH K
MHOTHM PHCKaM: OT IIOTEPH JIAHHBIX K TBOUM aKKayHTaM /10 OJIOKUPOBKH TBOETO
YCTPOUCTBA, I7le YCTAaHOBJIEHHBIN HE JIeTaIbHasA mporpaMMa. He cTouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JieTaIbHbIE B OecIIaTHbIE IIPOTrPAMMBbI, KOTOPbIE MOXKHO HANTH B CETH.

O noprane

CeTeBUYOK.p( - TBOU IJIaBHBIN COBETUUK B CETH. 3/1€Ch Thl MOXKEIllb Y3HATh O
0e30MacHOCTH B CETH MOHATHBIM U JJOCTYIHBIM SI3bIKOM, a IPY BOBHUKHOBEHUU
KPUTUYECKON CUTYAI[UN O0OPAaTUTHCS 32 COBETOM. A Tak)Ke IPUHATH yUyacThe B
KOHKYpCax U CTaTh CaMbIM [IU(POBBIM IPKJAHUHOM!



